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1 Document Conventions

Monospaced

<Mbnospaced>

[ Monospaced]

Italics

2 Introduction

WebHDFS REST API

Used for commands, HT TP request and responses
and code blocks.

User entered values.

Optional values. When the value is not specified, the
default valueis used.

Important phrases and words.

The HTTP REST API supports the complete FileSystem interface for HDFS. The operations
and the corresponding FileSystem methods are shown in the next section. The Section HTTP
Query Parameter Dictionary specifies the parameter details such as the defaults and the valid

values.

2.1 Operations
e HTTPGET

OPEN (see FileSystem.open)

GETFI LESTATUS (see FileSystem.getFileStatus)

LI STSTATUS (see FileSystem.listStatus)

GETCONTENTSUMMVARY (see FileSystem.getContentSummary)
GETFI LECHECKSUM (see FileSystem.getFileChecksum)

GETHOVEDI RECTORY (see FileSystem.getHomeDirectory)

GETDELEGATI ONTOKEN (see FileSystem.getDel egationToken)

HTTPPUT

CREATE (see FileSystem.create)

MKDI RS (see FileSystem.mkdirs)

RENANE (see FileSystem.rename)

SETREPLI CATI ON (see FileSystem.setReplication)

SETOMNER (see FileSystem.setOwner)

SETPERM SSI ON (see FileSystem.setPermission)

SETTI MES (see FileSystem.setTimes)
RENEVDEL EGATI ONTOKEN (see DistributedFileSystem.renewDel egationToken)

CANCEL DEL EGATI ONTOKEN (see DistributedFileSystem.cancel Del egationToken)

. HTTPPOST

»  APPEND (see FileSystem.append)

»  CONCAT (see FileSystem.concat)

« HTTPDELETE
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» DELETE (see FileSystem.delete)

2.2 FileSystem URIs vs HTTP URLs

The FileSystem scheme of WebHDFSis"webhdfs: //". A WebHDFS FileSystem URI
has the following format.

webhdf s: / / <HOST>: <HTTP_PORT>/ <PATH>

The above WebHDFS URI corresponds to the below HDFS URI.

hdf s: / / <HOST>: <RPC_PORT>/ <PATH>

In the REST API, the prefix "/ webhdf s/ v1" isinserted in the path and aquery is
appended at the end. Therefore, the corresponding HTTP URL has the following format.

htt p:// <HOST>: <HTTP_PORT>/ webhdf s/ v1/ <PATH>?0p=. . .

2.3 HDFS Configuration Options
Below are the HDFS configuration options for WebHDFS.

df s. webhdf s. enabl ed Enabl e/disable WebHDFS in Namenodes and
Datanodes

df s. web. aut henti cati on. ker ber os. pri nc The HTTP Kerberos principal used by Hadoop-
Auth inthe HTTP endpoint. The HTTP Kerberos
principal MUST start with 'HTTP/' per Kerberos
HTTP SPNEGO specification.

df s. web. aut henti cati on. ker ber 0s. keyt a The Kerberos keytab file with the credentials for the
HTTP Kerberos principal used by Hadoop-Auth in
the HTTP endpoint.

3 Authentication

When security is off, the authenticated user is the username specified in theuser . nane
guery parameter. If theuser . nane parameter is not set, the server may either set the
authenticated user to a default web user, if thereisany, or return an error response.

When security is on, authentication is performed by either Hadoop del egation token or
Kerberos SPNEGO. If atokenissetinthedel egat i on query parameter, the authenticated
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user isthe user encoded in the token. If thedel egat i on parameter is not set, the user is
authenticated by Kerberos SPNEGO.

Below are examples using the cur | command tool.
1. Authentication when security is off:

2. Authentication using Kerberos SPNEGO when security is on:

3. Authentication using Hadoop delegation token when security is on:

4 Proxy Users

When the proxy user feature is enabled, a proxy user P may submit a request on behalf of
another user U. The username of U must be specified in the doas query parameter unless a
delegation token is presented in authentication. In such case, the information of both users P
and U must be encoded in the delegation token.

1. A proxy request when security is off:

2. A proxy request using Kerberos SPNEGO when security is on:

3. A proxy request using Hadoop del egation token when security is on:

5 File and Directory Operations

5.1 Create and Write to a File

* Step 1: Submit aHTTP PUT request without automatically following redirects and
without sending the file data.
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The request is redirected to a datanode where the file datais to be written:

Step 2: Submit another HTTP PUT request using the URL inthe Locat i on header with
the file data to be written.

Theclient receivesa201 Cr eat ed response with zero content length and the
WebHDFS URI of thefileintheLocat i on header:

Note that the reason of having two-step create/append is for preventing clients to send out
data before the redirect. Thisissue is addressed by the "Expect : 100- cont i nue”
header in HTTP/1.1; see RFC 2616, Section 8.2.3. Unfortunately, there are software library
bugs (e.g. Jetty 6 HTTP server and Java 6 HTTP client), which do not correctly implement
"Expect: 100-conti nue". Thetwo-step create/append is atemporary workaround for
the software library bugs.

Seealso: overw i te, bl ocksi ze,replication,permni ssion,buffersize,
FileSystem.create

5.2 Append to a File

e Step 1: Submit aHTTP POST request without automatically following redirects and
without sending the file data.

The request is redirected to a datanode where the file data is to be appended:

o
[}
«Q
[0)
~
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Step 2: Submit another HTTP POST request using the URL inthe Locat i on header
with the file data to be appended.

The client receives aresponse with zero content length:

See the note in the previous section for the description of why this operation requires two
steps.

See dlso: buf f er si ze, FileSystem.append

5.3 Concatenate Files

e Submit aHTTP POST request.

The client receives aresponse with zero content length:

See also: sour ces, FileSystem.concat

5.4 Open and Read a File
e SubmitaHTTP GET request with automatically following redirects.

The request is redirected to a datanode where the file data can be read:

)
[}
«Q
[0)
[e¢]
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The client follows the redirect to the datanode and receives the file data:

Seedso: of f set, | engt h, buf f er si ze, FileSystem.open

5.5 Make a Directory
e SubmitaHTTP PUT request.

The client receives aresponse with abool ean JSON object:

See also: per m ssi on, FileSystem.mkdirs

5.6 Rename a File/Directory

e SubmitaHTTP PUT request.

The client receives aresponse with abool ean JSON object:

See dso: dest i nati on, FileSystem.rename

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 9
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5.7 Delete a File/Directory
e SubmitaHTTP DELETE request.

The client receives aresponse with abool ean JSON object:

Seealso: r ecur si ve, FileSystem.delete

5.8 Status of a File/Directory
e Submit aHTTP GET request.

The client receives aresponse with aFi | eSt at us JSON object:

See also: FileSystem.getFileStatus

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 10
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5.9 List a Directory
e SubmitaHTTP GET request.

The client receives aresponse with aFi | eSt at uses JSON object:

See also: FileSystem.listStatus

6 Other File System Operations

6.1 Get Content Summary of a Directory

o Submit aHTTP GET request.

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 11
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The client receives aresponse with a Cont ent Sumrar y JSON object:

See also: FileSystem.getContentSummary

6.2 Get File Checksum
e SubmitaHTTP GET request.

The request is redirected to a datanode:

The client follows the redirect to the datanode and receivesa Fi | eChecksumJSON
object:

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 12
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See also: FileSystem.getFileChecksum

6.3 Get Home Directory
e SubmitaHTTP GET request.

The client receives aresponse with aPat h JSON object:

See also: FileSystem.getHomeDirectory

6.4 Set Permission

o SubmitaHTTP PUT request.

The client receives aresponse with zero content length:

See also: per mi ssi on, FileSystem.setPermission

6.5 Set Owner
e SubmitaHTTP PUT request.

The client receives aresponse with zero content length:

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 13
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See also: owner , gr oup, FileSystem.setOwner

6.6 Set Replication Factor
Submit aHTTP PUT request.

The client receives aresponse with abool ean JSON object:

Seealso: repli cati on, FileSystem.setReplication

6.7 Set Access or Modification Time

Submit aHTTP PUT request.

The client receives aresponse with zero content length:

Seedso: nodi ficationtine,accessti ne, FileSystem.setTimes

7 Delegation Token Operations

7.1 Get Delegation Token
e SubmitaHTTP GET request.

The client receives aresponse with a Token JSON object:

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 14
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See also: r enewer , FileSystem.getDelegationToken

7.2 Renew Delegation Token

e SubmitaHTTP PUT request.

The client receives aresponse with al ong JSON object:

See dso: t oken, DistributedFileSystem.renewDel egationToken

7.3 Cancel Delegation Token

o SubmitaHTTP PUT request.

The client receives aresponse with zero content length:

See also: t oken, DistributedFileSystem.cancel Del egationToken

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 15
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8 Error Responses

When an operation fails, the server may throw an exception. The JSON schema of error
responses is defined in Renot eExcept i on JSON schema. The table below shows the
mapping from exceptions to HTTP response codes.

8.1 HTTP Response Codes

Exceptions HTTP Response Codes
I'l'l egal Argunent Excepti on 400 Bad Request
Unsupport edQper at i onExcepti on 400 Bad Request
SecurityException 401 Unaut hori zed
| OExcepti on 403 For bi dden
Fi | eNot FoundExcepti on 404 Not Found
Runt i meExcepti on 500 Internal Server Error

Below are examples of exception responses.

8.1.1 lllegal Argument Exception

8.1.2 Security Exception

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 16
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8.1.3 Access Control Exception

8.1.4 File Not Found Exception

9 JSON Schemas

All operations, except for OPEN, either return a zero-length response or a JSON response .
For OPEN, the response is an octet-stream. The JSON schemas are shown below. See draft-
zyp-json-schema-03 for the syntax definitions of the JSON schemas.

9.1 Boolean JSON Schema

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 17
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See dso: MKDI RS, RENANMVE, DELETE, SETREPLI CATI ON

9.2 ContentSummary JSON Schema

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 18
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See aso: GETCONTENTSUMVARY

9.3 FileChecksum JSON Schema

See aso: GETFI LECHECKSUM

9.4 FileStatus JSON Schema

See dso: CETFI LESTATUS, FileStatus

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 19
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9.4.1 FileStatus Properties

JavaScript syntax isused to definef i | eSt at usProperti es sothat it can bereferredin
both Fi | eSt at us andFi | eSt at uses JSON schemas.

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 20
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9.5 FileStatuses JSON Schema
A Fi | eSt at uses JSON object represents an array of Fi | eSt at us JSON objects.

See also: LI STSTATUS, FileStatus

9.6 Long JSON Schema

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 21
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See aso: RENEVWDEL EGATI ONTCOKEN,

9.7 Path JSON Schema

See dso: GETHOVEDI RECTCRY, Path

9.8 RemoteException JSON Schema

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 22
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9.9 Token JSON Schema

See also: GETDELEGATI ONTOKEN, the note in Delegation.

10 HTTP Query Parameter Dictionary

10.1 Access Time

Name accesstine

Description The access time of afile/directory.
Type long

Default Value -1 (means keeping it unchanged)
Valid Vaues -1 or atimestamp

Syntax Any integer.

Seeaso: SETTI MES

10.2 Block Size

Name bl ocksi ze

Description The block size of afile.

Type long

Default Value Specified in the configuration.

Copyright © 2008 The Apache Software Foundation. All rights reserved. Page 23



Valid Vaues

Syntax
See also: CREATE

10.3 Buffer Size

Name
Description
Type

Default Value
Valid Vaues

Syntax
See also: CREATE, APPEND, OPEN

10.4 Delegation

Name
Description
Type

Default Value

Valid Vaues
Syntax

WebHDFS REST API

>0

Any integer.

buffersize

The size of the buffer used in transferring data.
int

Specified in the configuration.

>0

Any integer.

del egati on

The delegation token used for authentication.
String

<empty>

An encoded token.

See the note below.

Note that delegation tokens are encoded as a URL safe string; see
encodeToUr | String() anddecodeFromr| String(String) in
or g. apache. hadoop. security. t oken. Token for the details of the encoding.

See also: Authentication
10.5 Destination

Name
Description

Type

destination
The destination path used in RENAME.

Path
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Default Value

Valid Values

Syntax
See also: RENAVE

10.6 Do As

Name
Description
Type
Default Value
Valid Vaues
Syntax
See also: Proxy Users

10.7 Group

Name
Description
Type
Default Value
Valid Vaues
Syntax
See also: SETONNER

10.8 Length

Name
Description
Type

Default Value

WebHDFS REST API

<empty> (an invalid path)

An absolute FileSystem path without scheme and
authority.

Any path.

doas

Allowing a proxy user to do as another user.
String

null

Any valid username.

Any string.

group
The name of agroup.

String

<empty> (means keeping it unchanged)
Any valid group name.

Any string.

| ength
The number of bytes to be processed.
long

null (meansthe entirefile)
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Valid Vaues

Syntax
See also: OPEN

10.9 Modification Time

Name
Description
Type
Default Value
Valid Vaues
Syntax
Seealso: SETTI VES

10.10 Offset

Name
Description
Type
Default Value
Valid Vaues
Syntax

See also: OPEN

10.11 Op

Name
Description
Type

Default Value

Valid Vaues
Syntax

WebHDFS REST API

>= 0 or null

Any integer.

nodi fi cationtime

The modification time of afile/directory.
long

-1 (means keeping it unchanged)

-1 or atimestamp

Any integer.

of f set

The starting byte position.
long

0

>=0

Any integer.

op

The name of the operation to be executed.
enum

null (aninvalid value)

Any valid operation name.

Any string.
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See also: Operations
10.12 Overwrite

Name
Description
Type
Default Value
Valid Values
Syntax
See also: CREATE

10.13 Owner

Name
Description
Type

Default Value

Valid Vaues
Syntax

See also: SETOMNER

10.14 Permission

Name
Description
Type

Default Value

Valid Values
Syntax

WebHDFS REST API

overwite

If afile aready exists, should it be overwritten?
boolean

false

true | false

true | false

owner
The username who isthe owner of afile/directory.
String

<empty> (means keeping it unchanged)

Any valid username.

Any string.

perm ssi on

The permission of afile/directory.
Octal

755

0-777

Any radix-8 integer (leading zeros may be omitted.)

See also: CREATE, MKDI RS, SETPERM SSI ON
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10.15 Recursive

Name

Description

Type
Default Value
Valid Values
Syntax
See also: RENAMVE

10.16 Renewer

Name
Description
Type
Default Value
Valid Values
Syntax
See also: GETDELEGATI ONTOKEN

10.17 Replication

Name

Description

Type

Default Value

Valid Values

Syntax

See also: CREATE, SETREPLI CATI ON

WebHDFS REST API

recursive

Should the operation act on the content in the
subdirectories?

boolean
false
true | false

true | false

r enewer
The username of the renewer of a delegation token.
String

<empty> (means the current user)

Any valid username.

Any string.

replication

The number of replications of afile.
short

Specified in the configuration.

>0

Any integer.
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10.18 Sources

Name
Description
Type

Default Value

Valid Values

Syntax
See also; CONCAT,

10.19 Token

Name
Description
Type

Default Value

Valid Values
Syntax

WebHDFS REST API

sour ces
A list of source paths.
String

<empty>

A list of comma seperated absolute FileSystem paths
without scheme and authority.

Any string.

t oken

The delegation token used for the operation.
String

<empty>

An encoded token.

See the note in Delegation.

See also: RENEVWDEL EGATI ONTOKEN, CANCEL DEL EGATI ONTOKEN

10.20 Username

Name
Description
Type
Default Value
Valid Values
Syntax
See also: Authentication

user. nane
The authenticated user; see Authentication.
String

null

Any valid username.

Any string.
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